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Provide Understanding of penetration testing. 
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1.  Beginning with BackTrack [08 Hrs.] 

    

 1.1 BackTrack purpose  

 1.2 Getting and Using BackTrack  

 1.3 Configuring network connection  

 1.4 Updating and Customizing BackTrack  

 1.5 Types of penetration testing  

 1.6 Vulnerability assessment versus penetration testing  

 1.7 Security testing methodologies  

 1.8 BackTrack testing methodology  

2.  Target Scoping and Information Gathering [08 Hrs.] 

    

 2.1 Gathering client requirements  

 2.2 Preparing the test plan  

 2.3 Profiling test boundaries  

 2.4 Defining business objectives, Project management and 
scheduling

 

 2.5 Public resources and Document gathering  

 2.6 DNS and Route information, Utilizing search engines  

 2.7 All-in-one intelligence gathering  

 2.8 Documenting the information  

3.  Target Discovery and Enumerating [08 Hrs.] 

    

 3.1 Introduction  

 3.2 Identifying the target machine  

 3.3 OS fingerprinting  

 3.4 Port scanning  

 3.5 Service enumeration  

 3.6 VPN enumeration  

4.  Vulnerability Mapping and Social Engineering [08 Hrs.] 
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